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MARKET PRICE 



BITCOIND DAEMON 

• Protocol 

• Command line 

• Remote procedure calls 

• Graphical user interfaces 



USAGE 

• Wallet = address + address + address + … 

• 1HB5XMLmzFVj8ALj6mfBsbifRoD4miY36v 

• Coins 0.00000001 – 1 BTC 



TRANSACTIONS 

• Public key ~ address 

• Private key ~ signature 

•  Transactions -> blocks -> block chain 



NOTHING IS ENCRYPTED 

•  Encryption vs Cryptography 

• Anonymity vs Privacy 



INVESTIGATION SCOPE 

• Client software 

• Network communications 

•  Transactions database 

• Surrounding ecosystem 



WALLETS 

• Desktop: Bitcoin Core, MultiBit, Hive, Armory, Electrum 

• Mobile: Bitcoin Wallet, Mycelium Wallet 

• Web: Blockchain Info, BitGo, GreenAddress, Coinbase, Coinkite 



DEBUG.LOG 



WALLET.DAT 



ADDRESSES 



EVIDENCE 

• Addresses 

•  Transaction details 

• Wallet and backup files 



NETWORK TRAFFIC 



IP DISCLOSURE 



EVIDENCE 

•  IP addresses 

•  Transaction details 



BLOCK CHAIN 



PUBLIC TRANSACTIONS 



MONEY FLOW 



COMMON PATTERNS 



EVIDENCE 

• Money flow 

•  Transaction details 

• Advanced correlations 



WEB WALLETS 

•  IP address 

• HTTP headers 

• Geolocation 

• … 



EXCHANGERS 

•  IP address 

• HTTP headers 

• Geolocation 

• … 

•  Identification 

• Payment details 



INTERNET SHOPS 

•  IP address 

• HTTP headers 

• Geolocation 

• … 

•  Identification 

• Shipping address 



PROFILING 



EVIDENCE 

• Connection details 

• Offline information 



PREDICTIONS 

• Decentralized vs Distributed 

• Credit Cards vs Bitcoins 

• Bitcoins vs Forks 




